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Overview

The OnGuard® Hardware client is a browser-based application
designed to empower remote management of our

LenelS2 / Mercury access controllers. The task-focused interface
streamlines the critical tasks of changing user passwords on

the access controllers, as well as updating the TLS security
certificates in support of customer compliance and ensuring
secure communication.

The Hardware client features a ‘fleet focused’ approached
based on multiple selection, delivering support for the
compliance requirements of larger organizations within their
OnGuard ecosystem, and demonstrating our commitment
to supporting security infrastructure and simplifying their
management processes.

Based on HTML5 standards, the OnGuard Hardware browser
client features a responsive user interface that supports a

wide range of browser platforms. It enables access controller
management from workstations, tablets, or even a phone without
installing a client or managing software updates locally.

Password Management

+ Securely change passwords for users of controller webpages
+ Enforce strong password policies to enhance security

+ Supports multiple user accounts and roles for granular
access control

< Select User(s) < Change Password(s)
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- Centralized Management: Manage multiple embedded
controllers from a single location. Manage multiple users
from a single location

- Improved Security: Protect sensitive data and prevent
unauthorized access

+ Reduced Downtime: Quickly update TLS certificates to
maintain secure connections

Enhanced Efficiency

+ Streamlined password management and certificate
renewal tasks allows better conformance to IT / InfoSec
policy guidelines

+ Multiple controllers can be updated simultaneously

+ Robust search and filtering tools provided to show oldest user
passwords (password aging) on controllers, as well as the
certificates to expire in a user selectable timeframe

- Light Mode / Dark Mode option improves the user experience,
reducing eye strain and improving visibility options
(OG 8.4 and higher)
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Prerequisites for OnGuard Hardware client

+ OnGuard version 8.3 or higher
+ For OnGuard Enterprise systems, OnGuard Hardware can be
purchased and installed on any Region or Global system

+ Supported in OnGuard Cloud

Licensing: The OnGuard Hardware client is part of the browser
client bundle, licensed per concurrent seat.

Browser Capabilities

Browser Camera Support
Google Chrome™ Yes
Microsoft Edge® (Chromium) Yes
Apple Safari®i0S Yes
Apple Safari® macOS® Yes
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TLS Certificate Management

- Easily upload and install new TLS certificates

- Verify certificate validity and expiration dates

- Includes option to load mutual authentication certificate and
private key / chain of trust cert

- Self-signed or commercial certificates are support
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